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defeating  skeletons,  easy. 
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1.  Pinch  yourself;  it's  not  a  dream. 

You're  being  chased  by  Skeletons  down  a  long,  dark  hall.  This  is  the 
stuff  of  nightmares,  only  in  this  case  the  hall  leads  to  the  lunch  room 
and  it's  no  nightmare;  Skeletons  really  have  attacked  your  office. 
Put  aside  fear  and  face  the  task  at  hand. 


2.  Sneak  up  and  scare  them. 
Skeletons  love  scaring  people,  but  why? 
Anyone  that  obsessed  with  scaring  others  is 
probably  scared  themselves.  But  of  what? 
A  psychologist  might  say  the  Skeletons 
fear  exposure,  for  who  is  more  exposed? 
Any  psychologists  out  there? 


3.  Swing  them  around. 

What's  the  matter,  can't  take  a  Skeleton?  Once  you  get  over  the  initial 
shock  and  fear.  Skeletons  don't  really  pose  much  of  a  threat.  Sure  they 
fight  dirty,  but  you  certainly  have  the  weight  advantage,  and  with  even 
minimal  effort  you  can  pick  him  (or  her)  up  and  swing  them  around. 


4.  Use  nondairy  creamer. 

Drinking  milk  builds  strong  bones,  it's  true.  And  a  good  calcium 
supplement  is  a  must  for  women  over  50,  when  the  risk  of  osteoporosis 
can  increase  dramatically.  By  denying  the  Skeletons  this  important 
nutrient,  you'll  see  them  weaken  and  eventually  crumble. 


5.  Put  on  a  show.  . 

It's  one  of  the  classic  scenes  in  theater.  Hamlet,  the  melancholy  Dane,  / 
finds  the  skull  of  Yorick,  his  faithful  servant,  in  the  graveyard,  and  muses  ^ 
on  the  inevitability  of  death  and  loss.  This  is  a  big  role  for  a  Skeleton —  ./ 

use  it  as  bait.  Offer  him  the  part,  and  simply  keep  the  prop.  \|  \ 


6.  Destroy  the  dark  crystal  of  Fabrikam. 

What  evil  lies  behind  this  attack?  What  unholy  force  anii 
It's  likely  the  fabled  dark  crystal  of  Fabrikam  has  fallen  in 
of  an  enemy.  Find  the  crystal  at  all  costs,  fling  it  into  the 


defeating  viruses,  easier. 


1.  Implement  Microsoft  Forefront. 

Forefronf'  makes  defending  your  systems  easier.  It's  a  simple-to-use,  integrated 
family  of  client,  server,  and  edge  security  products  (such  as  Forefront  Client 
Security)  that  helps  you  stay  ahead  of  your  security  threats  more  easily  than  ever 
For  case  studies,  free  trials,  demos,  and  all  the  latest  moves,  visit  easyeasier.com 
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M  IT  Encs  SMk  Ntw  Ways  to 
Justify  Web  2.0.  Users  such  as 
TradeKing’s  Don  Montanaro  (above) 
say  it's  (Sfficult  to  prove  the  worth  of 
Web  2.0  technologies  by  using  tradi¬ 
tional  ROI  measurements. 

18  Fods  Push  IT  to  Expond 
Loss  Ensrgy.  The  EPA  calls  on  IT 
managers  to  install  energy-saving 
technologies  in  their  data  centers. 

■  OPINION 

4  Editor's  Note;  Matli  Hal  con¬ 
tends  that  ICANN  will  make  a  grave 
error  if  it  changes  its  WHOIS  policy. 
26  Mkhaal  H.  Hugos  says  your 
ability  to  be  agile  wiH  determine  your 
place  in  the  2fst-century  IT  supply 
chain. 

44  Bart  PaiWns  believes  green 
is  the  new  color  of  business,  and  rr 
needs  to  take  the  lead  in  demonstrat¬ 
ing  environmental  responsibility. 

52  Frankly  Speaking;  Frank 
Hagos doesn't  see  Second  Life  asa 
user  fad  that  IT  can  Ignore,  any  more 
than  instant  messaging  was. 
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30  Translate  This 

COVER  STORY:  Language  translation  software  isn't 
likely  to  alow  you  to  lay  off  your  biUngual  staff  just  yet. 
But  new  appnxudies  are  greatiy  boosting  performance, 
and  applied  carefully,  translation  tools  can  be  fantastic 
productivity  aids. 

36  Chip,  Heal  Thyself 

M's  becoming  ever  nwre  difficult  to  rnake  foolproof  chips, 
but  a  new  layer  of  software  could  fix  them  on  the  fly. 

38  History  &  the  Hub 

Those  Best  Places  to  Work  bi  New  England  offset  the 
region's  high  cost  of  living  with  flextime,  rich  benefits 
and  the  experience  of  fining  bi  the  Hub  of  the  Universe.'' 


22The0rill;  Rick  Rashid, 

Microsoft's  research  chief,  talks 
about  promising  new  software¬ 
debugging  techniques,  the  ongoing 
evolution  of  operating  systems  and 
the  next  big  thing  in  technology. 

42  Security  Manager's 
Journal:  Fiirni  Russia,  WHh 
Concom.  A  trip  to  Moscow  to  audit 
an  offshore  partner  leaves  Mathias 
Thurman  wary.  And  then  there's 
"air-gapping." 

46  Career  Watch:  Detting  on  by 
getting  along  with  your  company's 
offshore  partners:  and  why  people 
take  promotions. 

50  Shark  Tank:  How  do  you  stop 
the  racket  from  a  PC's  noisy  power 
supply?  The  resident  hardware 
gum  tries  giving  the  CPU 
a  good  smack.  But  he's 
missing  the  obvious. 


Goldfish  have  a  memory  span  of  3  seconds. 


They  can’t  even  see  the  past,  much  less  the  future. 

But  you  can.  With  proven  business  intelligence  and  analytic  software  from  SAS. 


I  EDITOR’S  NOTE 


Mark 

Criminal  Negligence 


THERE'S  A  MOVE  AFOOT  to  help  criminals  ob¬ 
scure  their  illegal  online  activities.  The  Internet 
Corporation  for  Assigned  Names  and  Numbers 
(ICANN)  is  considering  making  it  possible  for 
anyone  to  avoid  putting  Web  site  ownership  and  contact 
information  into  the  Internet’s  WHOIS  database. 


This  seemingly  minor 
change  to  the  already  loose 
requirements  for  W*  site 
registration  is  being  ad¬ 
vocated  by  an  unholy  alli¬ 
ance  of  privacy  ideologues, 
primarily  in  the  European 
Union,  and  greedy  Internet 
service  providers.  The  for¬ 
mer  group  argues  that  the 
less  that  is  known  about  a 
Web  site  owner,  the  better 
that  person’s  rights  are  pro¬ 
tected.  The  ISPs  supporting 
the  change  see  it  as  a  way 
to  generate  mote  business, 
though  most  of  it  is  likely  to 
be  from  crooks  who,  ironi¬ 
cally.  rip  off  Internet  users 
by  violating  their  privacy. 

One  of  the  most  perni¬ 
cious  types  of  online  crime 
is  phishing.  With  a  phish¬ 
ing  scam,  criminals  lure 
consumers  to  visit  a  coun¬ 
terfeit  Web  page  that  looks 
identical  to,  say,  a  bank’s 
site  and  then  chipe  the  visi¬ 
tors  into  entering  personal 
infonrution.  The  crooks 
drain  their  marks’ bank 
accounts  or  run  up  their 
credit  card  limits.  Consum¬ 
er  ffqiorts  says  that  more 
than  a  million  people  lost  a 
total  of  S2J  billion  during 


the  past  two  years  from 
phishing.  Without  WHOIS, 
the  situation  would  be 
massively  worse. 

Today,  legitimate  busi¬ 
nesses  work  vigilantly  to 
protect  their  customers 
and  their  companies’  repu¬ 
tations  online.  They  hire 
brand-protection  services 
that  hunt  down  and  shut¬ 
ter  phishing  sites.  These 
third-party  phisher  kill¬ 
ers  are  needed  because 
law  enforcement  agencies 
lack  the  bandwidth  to  stop 
the  bad  guys.  The  crooks 
know  this,  so  they  have  no 
fear  of  legal  retribution. 
Indeed,  MarkMonitor,  a 
brand-protection  service, 
claims  that  phishing  in¬ 
cidents  increased  104% 
in  this  year’s  first  quarter 
compa^  with  the  same 
period  last  year. 

In  a  variation  on  phish¬ 
ing,  typosquatters  prey  on 
online  consumers’  poor 

■  WHOIS  is  one 
smal  tool  available 
to  identify  and 
shut  down  bogus 
WU>  sites. 


typing  skills.  Brand  pro¬ 
tector  CitizenHawk  says. 
Digital  thieves  use  sophis¬ 
ticated,  automated  systems 
to  purchase  dozens,  if  not 
hundreds,  of  possible  mis¬ 
spellings  of  domain  names 
...  to  build  vast  networks  of 
Web  sites  to  siphon  traffic 
away  from  legitimate  com¬ 
panies.”  The  reason  they 
siphon  that  traffic  is  to  steal 
personal  information  from 
clueless  visitors. 

WHOIS  is  one  smaU  tool 
available  to  identify  the 
ISP  serving  a  bogus  Web 
site  and  force  it  to  shut 
the  site  down.  Without 
WHOIS,  it  could  take  days 
instead  of  hours  to  locate 
and  terminate  a  phisher’s 
or  typosquatter’s  presence. 

ICANN  is  said  to  be 
leaning  toward  adcqiting  tm- 
erational  point  of  contact,  a 
policy  that  would  eliminate 
the  requirement  that  site 
owners  identify  themselves 
in  WHOIS.  An  alternate 
policy,  known  as  special 
circumstances,  wtxild  let  in¬ 
dividuals  and  organizations 

—  say,  political  dissidents  c 
homes  for  battered  women 

—  hide  their  WHOIS  daU 


from  prying  eyes.  That’s  a 
r  better  option. 

But  why  make  any 
change?  WHOIS  has  been 
with  us  since  the  earliest 
days  of  the  Internet.  There 
will  be  no  appreciable 
privacy  gains  by  adopt¬ 
ing  a  new  policy,  except 
in  the  abstract  thinkirig  of 
privacy-rights  zealots.  In 
the  reri  world  of  the  World 
Wide  Web,  it’s  more  likely 
that  increasing  numbers 
of  people  will  get  their 


if  ICANN  embraces  opera- 
tiotud  point  of  contact  for 
WHOIS.  That  would  be 
criminally  negligent. 

WHOIS  is  not  just  about 
protecting  corporate  brands 
and  unwary  consumers.  It’s 
a  good  educational  tool  for 
kids,  toa  Visit  wwwjnnr- 
tmlutherking.org,  a  Web  site 
targeting  schoolchildren. 
With  WHOIS,  you  can 
run  a  search  on  its  owner. 
Hims  out  the  site  is  run  by 
Stormfront  Inc.,  a  group 
that  proclaims  itself  to  be 
of  interest  to  “pro-White 
activists  and  anyone  else  in¬ 
terested  in  White  survivaL” 
But  not  those  interested  in 
the  truth  about  Martin  Lu¬ 
ther  King  Jr. 

Let’s  keep  WHOIS  data 
available  to  help  sustain 
commerce  on  the  Web, 
protect  people’s  privacy 
and  enhance  our  kids’ 
educations.  ■ 

world  editor  at  large.  Con¬ 
tact  him  at  mark_haU@ 
computerworid.com. 
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Your  Boss  k  Spying  on 
You  Riglit  Now.  What 

Can  You  Do  About  It? 

July 23, 2007 

RESPONSES  TO; 

Black  Hat-Bound 
Researcher  Denied 

Entry  Into  U.S. 

July 30. 2007 
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Siahr  Cmr  EMnBqonoDeniBara. 

If  you  have  to  countermeasure, 
maybe  you  are  doing  something 
against  company  policy,  and  maybe 
<rou  should  consider  an  en^loyer 
with  less  stringent  guidelines. 

Every  time  I  log  onto  the  network, 

I  get  an  institutional  banner  indicat¬ 
ing  that  this  resource  is  not  private 
and  can  and  will  be  monitored.  So 

what?  Being  in  IT,  I  know  that  the 

policies  have  been  put  there  not  to 

make  lives  miserable,  but  to  pro¬ 
tect  the  vast  majority  of  users  from 
themselves  as  well  as  increase  pro- 

Does  anybody  want  the  govenunent 
to  be  doing  stuff  like  this?  It  is  sup¬ 
posed  to  work  for  us  —  not  against 
us.  The  folks  who  lost  thousands 
of  dollars  on  this  should  be  reim¬ 
bursed  and  a  formal  apology  should 
be  publicly  made  to  Thomas  Dul- 
lien  and  to  Germany  with  a  promise 
to  stop  doing  this  kind  of  thing  once 
and  for  alL  I  sure  hope  folks  write 
to  their  Congress  critters  about  this. 
You  cannot  prevent  terrorism  by 
restricting  individual  freedom. 

■  SobmitMbytJcahod 

Cw  Hke  Dono  Sussmm 

ductivity. 

■  SnbmilM  by:  Fred  Dunn 

Do  not  get  angry  at  the  govern¬ 
ment  because  paperwork  was  not 
properly  handled.  It  seems  that  [if] 
a  little  diligence  had  been  put  in  be¬ 
forehand,  the  situation  could  have 
been  avoided. 

■  SubmHM  by:  Anonymous 

JOIN  THE  CHATTER!  You,  too,  can 
comment  directly  on  our  stories. 
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Pafco  Tnakim  rmrn  VMmlo  rwint 
tikii  OaliiPHintiriirlmLmionl 
■ilia  f  Bkn  Ken  Wngfe.  Cnig  Sladnan 

Why  is  it  called  “spying”  when 
an  employer  wants  to  review  em¬ 
ployee  productivity?  And  the  author 
completely  ignored  the  fact  that 
most  employees  do  not  have  local 
administrator  privileges  and  cannot 
install  any  type  of  “try  to  fool  the 
boss”softw^. 
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TUESDAY;  Saniiy  Kimar.  foraier  chainnan  and  CEO  of  what 

is  now  CA  Inc.,  B  schadulad  to  report  to  a  fadaral  prison  in 
Fairton.  N.J..  to  begin  seivinQ  a  12-year  sentence  fw  hh  rote 
in  an  accounting  fraud  scheme  at  the  software  vendor. 


UmnWorid  Draws  Both 
O^-Source  Devotees 
And  Curious  lire-Kickers 


in  2002,  primarily  to  cut 
costs.  Now  it  uses  Novell 
Inc.’s  SUSE  Linux  to  support 
its  Oracle  databases  and 
myriad  applications,  such  as 
a  Web  content  filtering  tool. 

Savage  noted  that  the 
school  district  is  also  a  long¬ 
time  user  of  NetWare,  No¬ 
vell’s  networking  software. 
“We  try  to  do  whatever 
we  can  with  NetWare  and 
Linux,”  he  said. 

On  the  other  hand,  Dub¬ 
lin,  Calif.-based  EUie  Mae 
Inc.,  which  provides  an 


president  of  infrastructure 
and  e-commerce.  Many  of 
Ellie  Mae's  critical  business 
applications  are  older  pro- 


SAH  FRANCISCO  -  Last  week’s 
LinuxWorld  Conference  Sc 
Expo  drew  a  broad  cross  sec¬ 
tion  of  users,  from  cautious 
onlookers  trying  to  gauge 
how  Linux  and  other  open- 
source  software  could  fit  into 
their  organizations  to  con¬ 
verts  hoping  to  expand  their 
use  of  such  technologies. 

For  exanqrle.  Hai  Nguyen, 
a  branch-o^  server  ad¬ 
ministrator  at  Sierra  Pacific 
Mortgage  Inc.,  said  he  was 
searching  for  data  backup 
and  disaster  recovery  tools 


for  the  Linux  and  open- 
source  infiastructure  he  sup¬ 
ports  at  the  in  Folsom,  Calif.- 
based  mortgage  company. 

Nguyen  said  Sierra  Pacific 
runs  the  CentOS  version  of 
Linux  on  the  file,  Web,  data¬ 
base  and  e-mail  servers  that 
support  its  6S0  end  users,  all 
of  whom  have  Windows  PCs. 

Stewart  Savage,  director 
of  IT  at  the  Fairfield-Suisun 
Unified  School  District  in 
Fairfield,  Calif.,  said  the 
school  system  first  brought 
Linux  into  its  data  center 


plug  open-source  products 
into  Ellie  Mae’s  computing 
architecture  to  replace  exist¬ 
ing  proprietary  applications. 


or  less  a  phase-in  approach.” 

One  rWblock  to  moving 
to  open  source  quickly,  he 
added,  is  that  it’s  still  hard 
to  find  developers  and  other 
IT  workers  with  the  neces¬ 
sary  skills. 

—  TbddR.  Weiss 


Left  Off 
Core  IT  Roster 
For  Olympics 

rr.  -Windows  Vista  IS 
being  relegated  to  water  boy 

I  here,  and  wireless 

networking  won't  even  get  to 
play  a  supporting  role. 

The  Beijing  Organizing  Com¬ 
mittee  has  opted  to  run 
I  on  all  PCs  handling 

vital  processing  chores.  Lenovo 
Group  Ltd.  executives  said  at 
riefing.  Vista  will  be 
used  only  in  Internet  lounges 


the  2008  Olympics. 

that  will  be  open  to  athletes 
during  the  games,  which  are 
slated  to  begin  Aug.  8. 2008. 

Wireless  networking  eguip- 
ment  has  also  been  deemed 
•'At  the  Olympics, 
we  need  the  most  reliable  and 
stable  systems."  said  Leon  Xie. 
director  of  Olympic  technology 

The  vendor  has  already  deliv¬ 
ered  a  total  of  17.000  desktop 
PCs  and  800  laptops  to  the 
organizers  in  Beijing,  along  with 
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Take  back  control  of  the  desktops  ¥nth 
IBM  Lotus’ Not^’ and  Lotus*  Domino’ 8. 

OmM  end-user  pmimlMly  by  puttng  the  applk^^ 
and  tools  everyone  uses  all  in  one  place.  An  intuitive,  Web-like 
interface  means  users  can  vmrk  more  efficiently  and  with 
minimal  IT  support 

CrmMyoureaelroiment  by  easily  creating  WebZO-based 
composite  applications.  Your  co-workers  now  have  a  Cale¬ 
bs  workspace  so  they  can  quickly  adapt  to  their  changing 
business  needs. 

CoaM  and  aahmcecaamimleidkms  with  integrated  e-tnaii, 
instant  messaging,  calendaring,  and  contact  management  lords 
that  make  collaboration  faster  and  more  effydive. 

Control  your  time  with  powerful  desktop  management  tools. 
Now  you  can  centrally  manage  deployment  and  upgrades. 
Open  standards  give  you  a  flexible  platform  to  easily  develop 
new  plug-ins. 

Control  your  imrestments  by  working  with  your  existing 
assets  and  platforms.  Backward  and  forward  compatibility 


IT  TURNS  OUT  that  MoziHa  Carp, 
othcials  aren’t  setting  new 
security  policies  at  late-night 
pajama  parties  after  aM. 

The  open-source  browser 
vendor  last  week  retracted  a 
pledge  that  an  independent 
security  researcher  attributed 
to  Mike  Shaver.  Mozilla's  direc¬ 
tor  of  ecosystem  development. 
The  alleged  pledge:  that  Mozilla 


could  fix  any  critical  security 
bugs  in  Firefox  within  10  days 
of  being  notified  about  them. 

Security  researcher  Robert 
Hansen  said  in  a  blog  posting 


a  party  at  the  Black  Hat  USA 
conference  in  Las  Vegas  fvro 
weeks  ago.  Hansen  added  that 


the  feasibility  of  such  a  pledge, 


chief  Window  Sny¬ 
der  wrote  in  her 
blog  that  Shaver  told  her  he 
meant  only  to  say  that  because 
Mozilla  had  completed  a  recent 


security  update  in 
less  than  10  days, 
there  was  no  need 
to  post  Firefox 
flaw  details  before 
patches  are  ready. 

The  10-day  dead¬ 
line  “is  not  our  pol¬ 
icy.”  Snyder  wrote. 
“We  do  not  think 
security  is  a  game, 
nor  do  we  issue 
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registrars  will  have  to  take 
steps  such  as  reinstalling 
the  software  and  firmware 
for  the  devices  and  resetting 
their  encryption  keys. 

Bowen  mandated  similar 
security  measures  for  Hart 
InterCivic  Inc.’s  e-voting  sys¬ 
tems,  but  without  the  single¬ 
machine  limitation.  She 
decertified  products  from 
Election  Systems  &  Soft¬ 
ware  Inc.  after  it  was  late  ii 


Wipro  to  Acquire 
Outsourcer 

BANGALORE.  INDIA -Wipro 
Ltd.  announced  that  it  has 
agreed  to  acquire  Leonia,  N.J.- 
based  Infocrossing  Inc.  for 
about  $600  million  in  cash. 

Infocrossing,  which  oper¬ 
ates  five  data  centers  in  the 


U.S. 


ployees,  offers  “selective  out- 


IT  infrastructure  equipment  as 


will  remain  intact  after  the 
acquisition.  He  added  that  the 
deal  will  give  Infocrossing's 
customers  access  to  Wipro's 


Patrick  Thibodeau. 


of  the  IDG  News  Sen'ice 


U.K.  Bank  Moving 
IT  Jobs  Offshore 

LONDON  -  Lloyds  TSB  Group 
PLC  said  it  plans  to  offshore 
about  210  rr  jobs  from  its  U.K. 


positions  may  not  be  in  H. 
Leo  King. 

Computerworld  U.K. 


BRIEFLY  NOTED 
International  Finance  Corp., 
a  ufiH  of  the  World  Bank,  has 
agreed  to  invest  $32.5  mil- 


cable  project  that's  designed 


Download  the  enterprise  service  bus  white  paper  at: 

IBM.COM/TAKEBACKCONTROiyCONNECT 


WebSphere 


■  NETWORKING  ft  INTERNET 


New  Ways  to 


ways  10 

ifyl^2j0 

_ - 


Usual  ROI  metrics  won’t  work  with  new 
tools,  users  say.  By  Heather  Havenstein 


ROl  benchmarks,  such  as  total  cost 
of  ownership,  to  measure  the  value  of 
Web  2.0  tools  to  their  companies. 

Another  14%  of  the  respondents 
said  they  had  not  yet  attempted  to  as¬ 
sess  the  value  of  Web  2.0  tools  at  all, 
though  Forrester  analysts  believe  that 
a  considerably  higher  percentage  of 
companies  are  failing  in  their  efforts  to 
evaluate  the  technology’s  ROI. 

Young  suggested  that  companies  tie 
Web  2.0  investments  to  existing  busi¬ 
ness  problems  and  use  techniques  such 


the  number  of  trades  made  by  mem¬ 
bers  of  its  community  more  accurately 
than  it  can  measure  those  of  nonmem¬ 
bers  —  a  benefit  that  proves  social  net¬ 
working  “has  grown  up,”  Montanaro 

Euan  Semple,  former  head  of  knowl¬ 
edge  management  at  London-based 
British  Broadcasting  Corp.,  once 
managed  a  Web  2,0  project  there  that 
involved  23,000  employees  using  an 
internal  bulletin  board,  5,000  using  a 
wiki  and  several  hundred  blogging. 

“In  terms  of  ROI,  I  knew  that  it 
would  be  a  tough  one,  as  the  sorts  of 
things  that  Web  2.0  delivers  are  to  do 
with  better  transfer  of  knowledge  and 
are  difficult  to  quantify,"  said  Semple, 
who  is  now  an  independent  consultant. 

In  its  traditional  forms,  “ROI  is  a 
blunt  instrument  and  not  designed 


MySpace  and  Facebook. 

And  over  the  past  few  months,  the 
department  has  generated  a  buzz  in  the 
blogosphere  through  its  use  of  IVitter 
Inc.’s  microblogging  site  to  send  short 
notes  about  fires  and  car  accidents  to 
the  computers  or  mobile  devices  of 
people  who  sign  up  for  the  service. 

Brian  Humphrey,  a  public  informa¬ 
tion  officer  at  the  LAFD,  said  officials 
at  the  fire  department  use  four  at¬ 
tributes  to  measure  the  success  of  the 

RSSTops  List  of 
Web  2.0  Tools, 
Survey  Finds 

IN  THE  WORLD  of  Web  2.0  technologies, 
not  all  tools  provide  equal  value  to  users. 


Web  2.0  tools;  their  benefits,  desirabil¬ 
ity,  justifiability  and  sustainability. 

“We  can  no  longer  afford  to  work 
at  the  [slow]  speed  of  government,” 
he  said.  “We  have  responsibilities  to 
the  public  to  move  the  information  as 
quickly  as  possible ...  so  that  they  can 
make  key  decisions.” 

Humphrey,  one  of  two  firefight¬ 
ers  who  maintain  the  IWitter  blog 
24  hours  a  day,  said  the  project  came 
about  as  part  of  the  department's  move 
to  intensify  its  Web  2.0  efforts  after 
the  devasution  that  Hurricane  Katrina 
caused  along  the  Gulf  Coast  in  2005. 

Hurricane  victims  who  sought  ref¬ 
uge  at  the  Louisiana  Superdome  in 
New  Orleans  “were  dying  a  little  bit 
at  a  time  from  a  lack  of  information," 
he  noted.  "They  thought  they  were  on 
their  own  Gifligon's  Island." 


cumulative  eflfect  is  huge,”  he  added: 

The  Los  Angeles  Fire  Department 
has  adopted  several  Web  2.0  technolo¬ 
gies,  including  blogging  and  podcast¬ 
ing  tools,  and  established  a  social  net¬ 
working  presence  on  Web  sites  such  as 


"With  e-mail,  you  get  this  never-ending 
flow  of  information,  which  pushes  the 
items  you  want  to  follow  up  on  below  the 
fold,"  Hayes  said.  "As  soon  as  that  hap¬ 
pens.  it  disappears  for  most  people.” 

-  HEATHER  HAVENSTEIN 


that  generate  more  than  12,000  page 
views  per  day,  according  to  Austin.  She 
noted  that  the  software-as-a-service 
approach  also  would  have  allowed  the 
insurer  to  easily  abandon  the  technol¬ 
ogy  if  it  didn’t  work  as  hoped.  ■ 
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Information  Management 


Download  the  Innovation  and  Competitive  Advantage  white  paper: 

IBM.COM/TAKEBACKCONTROL/ACCURATE 


■  DATA  CENTERS 


Feds  Push  [T  to  Expend  Less  Energy 


EPA:  Status  quo 
means  power  use 
in  data  centers  will 
doubled  2011.  By 

Patrick  Thibodeau 

IT  MANABER  Vince  Delperdang’s  envi¬ 
ronmental  science  degree  is  well  suited 
to  the  era  of  global  warming  —  espe¬ 
cially  in  light  of  a  prediction  by  the  U.S. 
Environmental  Protection  Agency  that 


cars  typically  are.  “But  as  long  as  it’s 
a  level  playing  field,  the  information 
may  be  valuable,”  he  said. 


mercury  built  into  chips. 
Delperdang’s  combined  interest  in 

sparked  bis  interest  in  reducing  ITs 
power  consunqjtion.  Unlike  many  da 
centers,  his  is  metered  so  that  he  can 
measure  how  much  energy  different 
technolc^es  use.  When  Delperdang 
moved  off  of  four  direct-attached  stoi 


jrofThe  Uptime  Institute  Inc.  in  San-  the  company’s  c 


ery  services  from  a  data  center  mult 
125  feet  underground  in  a  former  mine. 

Environmental  issues  are  important 
to  Zimmerman.  Because  the  air  tem¬ 
perature  in  Cavern’s  data  center  typi¬ 
cally  stays  between  60  and  75  degrees. 


For  you,  it’s  about  protecting  critical  systems 
without  getting  a  PhD  in  engineering. 

For  us,  it’s  about  making  sure  you  don’t  need  one. 


Power  and  cooling  have  become  critical  to  effective  fT  management.  But  do 
you  really  need  to  know  how  to  convert  kilowatts  to  BTUs.  or  understand 
how  resonant  converter  technology  increases  UPS  efficiency? 

With  a  network  of  local  representatives  that  average  more  than  20  years  _  : 

of  experience.  Emerson  Network  Power  and  its  Uebert  power  and  co^ng  .  .  '  -V 

technologies  make  it  easy  to  create  a  flexible  IT  infrastructure  that  delivers 
high  availability  and  low  cost  of  ownership.  OovimlOad  our  white  paper.  '  ■■  ■  ' 

Five  Technologies  Simplifying  infrastructure  Management,  arid  discover  bow  » 

Liebert  technologies  can  make  your  job  easier,  at  experuijiebertcom.  ' 


Uebert  expertise 


onrMvieikPouiBathe^abotkoSU^: 


EMERSON.  CONSIDER  IT  SOLVED! 


—  «  im  Livingston*  chief  marketing  officer 

TaddeD^^Cen^Energy 

Costs  ¥fith  New  Software  s 

F  YOUR  latest  task  is  to  cut  energy  consumption  in  the  data  center.  "P  *° 

you’re  probably  analyzing  ^r  h^wam^p.  But  ^  Ch^  ^  ^ 

rington  suggests  that  your  best  bet  might  be  new  software.  The  both  parties.  But  p- 

vice  president  of  product  management  and  marketing  at  Appistry  Livingston  says  busi-  \ 

Inc.  in  CreveCoeur,  Mo.,  says  the  company’s  fcergySayer  tool,  nesses  are  pressur- 

an  add-on  to  its  Enterprise  Application  Fabric  that  will  be  available  in  j^g  carriers  to  give 

October,  constantly  monitors  the  application  workload  on  any  number  of  ,hein  access  to  what 
servers  and  can  automatically  put  i  workloads  to  “follow  the  moon”  by  he  calls  the  "worid  s 


OpenPro]  Takes  on 
Microsoft  Prelect 


ro  TRANSFER  ALMOST  HALF  a| 
MILLION  DOLLARS  FROM  M 

:alifornia  CITY’S  general! 
FUND  TO  BANKS  ACROSS  THE! 
COUNTRY.  THEY  DID  IT  BY  USING! 
A  KEYLOGGING  PROGRAM  THATI 
THE  CITY  treasurer! 
ACCIDENTALLY  DOWNLOADED.  THIS! 

nc  cnvuiADi:  r.i\lP  Turl 


‘lECE  OF  SPYWARE  GAVE  ThH 
HACKERS  BANK  ACCOUNT  LOGTnI 
i  PASSWORD  INFO.  HAD  THU 
HACKERS  BEEN  ORGANIZED! 
PROFESSIONALS,  THIS  MIGHT! 
HAVE  GONE  DAYS  WITHOUT] 
BEING  NOTICED,  WITH  THEl 
HONEY  BEING  SENT  OFFSHORU 
WHERE  IT’S  HARDER  TO  TRACU 


iEARCH  LINKS  ACTUAL 
AKES  V.I  15  I  ACE  TH, 
,RIES  :  .  ^  SOP 

.'ORM  01  '  r  ?  A.  :  0 

lYOUR  COMPUTER.  SO  IT’ 
InOT  JUST  A  PROBLEM  FO 
IpEOPLE  who  surf  THE  WEi 


cOrLC  nnu  ifiu 

for  RJN.  rr  CAN  AFFEQ  IHJSEl 
RUNNING  A  BUSINESS  ORj 

Even  city  hall.  Of| 
[course,  THERE’S  A| 
ISMARTER  SOLUTION.  ONE* 


ITHAT  FINDS  94  PERCENtJ 
loF  THE  MORE  THANI 
lzee,eee  spywareI 
■definitions! 
■agreed  upon  by  the! 
■anti-spyware* 


Hi TAILER  ^reported  HACKERS 
HAD  BROKEN  INTO  THEIR  RETAIL 

jperations  systems,  accessing 

CREDIT  &  DEBIT  CARD  INFO 
FROM  STORES  AROUND  THE  U.5 
AND  PUERTO  RICO.  EXPERTS 
ESTIMATE  THAT  AS  MANY  AS  45.7 
MILEION  CREDIT  &  DEBIT 
CARDS  HAVE  BEEN  STOLEN. OVER 
$8  MILLION  IN  RELATED  FRAUD 


HAS  BEEN  REPORTED  TO  DATEB 
AT  $10  TO  REPLACE  EACH  CARO  &f 
Si80  TO  HANDLE  EACH  CALI,  IT'Sl 
EASY  TO  SEE  HOW  THIS  BREACH  I  Sj 
GOING  TO  COST  BILLIONS  TO! 
REMEDIATE.  AND  THE  UNTOLD  COSTSf 

nn.Ain  uAv/C  VCT  XCl  Qf  CCtW 


protect  your  company 


webroot 


5,865.3293 


VKKIKBa 

■■■■■■ 


Rick  Rashid 

Microsoft’s  top  research  exec  talks 
about  working  on  the  next  big  thing, 
exterminating  bugs  and  living 
with  the  Alto  Trek  legacy. 

MnliMiorcliingaiieaiiiinoinlTinllw  i  Whal  does  that  nMui  for  buaiiwu?  It 
Mart  (MyaorO?  Something  that  will  really  changes  the  nature  of  how  we 
have  a  profound  impact,  and  it's  al-  think  about  solving  problems,  and  il 


dossier 


rataardi  (and  fomiatty  a 
campuiar  sciance  prohMsor  at 
CamagiaillatonUiiivorsity) 


nolagy:  “Pm  a  praity  big  fan 
of  ahnoat  evarything  that  looka 
lika  tachnology.  I  km  gad- 


Hobby:  “Unfottunalaly,  I  think 
my  waifi  ia  my  hobby.  I  juat 
mjoy  computing;  I  anioypro- 


lltoTrak[in1872|.anaoftha 
ary  brat  natworkad  computar 
amea.  Tha  thinga  you  do  whoi 
ou  ara  young  you  taka  with 
ou  tha  mat  of  your  Hfa.  So,  on 
■y  tambatona:  ’Rfek  Raahid: 
la  davaiopad  JUto  Trak.'” 


iniques.  In  1997,  you  probably  could 


256-BIT 

AES  HARDWARE  ENCRYPTION 


If  you  don’t  enorypt  data  that  leaves 
your  offioe,  you  oould  end  up  leaving,  too. 

Lost  Flash  drives  can  lead  to  lost  jobs  and  impact  your  company's 
revenue,  reputation  and  liability.  Kingston's  DataTraveler  Secure  — 
Privacy  Edition  is  an  ultra-secure  USB  Flash  drive  with  256-bit  AES 
hardware-based  encryption  and  100-percent  private  zone  to  protect 
you  and  your  company  from  the  consequences  of  lost  drives.  No 
admin  rights  or  software  installation  are  required,  so  it's  easy  to  set  up, 
administer  and  use. 

Don't  take  risks;  standardize  on  DataTraveler  Secure  —  Privacy  Edition 
today.  For  details,  visit  kingston.com/enterpriseusb  today. 


I  Aterabyteof 
I  disksiiace 
'  couM  literally 
hold  every  conversa¬ 
tion  you  have  ever  had. 
It  couM  hold  a  photo¬ 
graph  taken  every 
minute  of  your  IHe. 


Continued  from  page  22 
works.  It’s  having  a  big  impact  in  areas 
like  environmental  sensing,  in  reading 
energy  consumption,  for  example.  We 
are  working  on  how  we  can  measure, 
using  distributed  environmental  sen¬ 
sors,  what’s  happening  in  large  data 
centers  so  we  can  reduce  cooling  costs. 
In  user-interface  technology  —  you 
saw  the  Microsoft  Surface  announce¬ 
ment.  I  view  that  as  just  scratching  the 
surface  of  what  we  can  do. 


ally  are  leading  in  a  large 
number  of  different  areas. 
We  have  grown  our  research  group 
faster  than  the  rest  of  the  company. 
We’ve  grown  on  average  by  50  re¬ 
searchers  a  year  over  the  past  15  years. 
That’s  like  adding  a  [University  of 
California]  Berkeley  computer  science 
department  faculty  every  year. 

M»l  art  you  doing  to  cilch  up  wHh 
Ooogh?  Search  engines  today  take  a 
few  words  and  come  back  with  a  bunch 
of  articles  you  have  to  read  to  ffnd  your 
information.  We  are  doing  research  on 
how  you  can  actually  extract  the  an¬ 
swer  to  a  question  the  user  has  posed. 

How  do  you  anowor  Ihooo  who  toy 
Mkroooft’i  toftworo  is  buggy?  Why  cant 
you  hx  buffar  ovarfhnM?  We  know  how 
to  fix  buffer  overflows,  and  we  have 
done  it  in  most  of  our  software.  Over 
time,  hopefully,  it  will  be  done  in  all  of 
It.  But  we  don’t  control  all  the  software 
that  ships  with  Microsoft  systems,  and 
a  mistake  anywhere  is  still  going  to  be 
a  vulnerability.  In  Vista,  in  our  device 
developer  kit,  we  released  a  program 
proof  tool  that  helps  eliminate  a  fairly 
large  class  of  problems. 

Over  the  years,  we  have  come  up 
with  much  better  technology  for  being 


working  on  operating  system  architec¬ 
tural  features  that  allow  us  to  combine 
proofs  —  from  the  bottom  to  the  top 
—  to  be  able  to  say  whether  an  entire 
system  and  its  applications,  taken  as  a 
whole,  have  a  specific  property. 


MktMuH^  but  niaiar  Wbidowt  iWoMU. 

I  would  put  that  comment  in  the  cat¬ 
egory  of  those  quotes  from  the  ancient 
Greeks:  “We  have  learned  everything 
we  are  ever  going  to  learn,  and  we  are 
done  now.”  When  I  look  at  operating 
systems,  there  is  so  much  work  still  to 
be  done. 


With 

Vista,  we  already  have  a  fundamen¬ 
tally  new  OS  from,  say,  Windows  95 
or  98.  We  are  not  in  the  same  space 
anymore.  Will  there  be  an  OS  that  is 
more  integrated  with  the  Web,  more 
distributed  across  a  large  number  of 
machines,  that  does  a  better  job  of  tak¬ 
ing  advantage  of  new  forms  of  input  — 
computer  vision  or  voice  or  gestures? 

A  new  OS  that  really  makes  good  use 
of  multiprocessing?  Well,  sure.  At  what 
point  will  you  call  that  something  dif¬ 
ferent?  I  don’t  know. 

eanrAndm 


Michael  M.  Hugos 

The  AgilMy  Factor 


The  most  powerful  player  in  the  21st-century 
global  IT  supply  chain  is  the  business  end  user.  All 
the  other  players  in  the  chain  —  in-house  IT  orga¬ 
nizations,  IT  vendors,  resellers  and  consultants  — 
need  to  position  themselves  to  best  respond  to  end  users’ 
needs.  That’s  because  end  users  now  have  so  many  options 

when  it  comes  to  consum-  i  amounts  of  agility,  but  oth-  i  of  labor  is  low. 


ing  IT,  ranging  from  us¬ 
ing  software-as-a-service 
packages  to  developing 
systems  entirely  in-house. 

Meanwhile,  thanks  to 
the  global  economy  and 
high-bandwidth  Internet 
connectivity,  IT  activities 
whose  value  is  produced 
mostly  from  low-cost  and 
highly  efficient  operations 


those  whose  value  is  de-  efficiently  maintaining  the 


ers  do.  And  not  everyone  The  ultimate  in  IT  agil- 
is  cut  out  to  be  agile.  ity,  on  the  other  hand,  is 

Agility  is  needed  if  cus-  epitomized  by  businesses 

tomers  value  a  product  or  and  services  like  Google, 
service  primarily  because  ilimes  and  Facebook, 
it  quickly  responds  to  their  which  combine  an  array 
evolving  needs.  If  it  is  of  technologies  to  quickly  I 

valued  mostly  for  its  low  create  and  deliver  new  ser- 
cost  or  because  of  the  part  vices  to  a  fast-growing  and 

it  plays  in  keeping  opera-  fickle  customer  base.  Their  | 
tions  running  reliably,  agil-  agility  keeps  them  fresh  so 
ity  isn’t  a  big  factor.  What’s  that  their  service  offerings 
important  in  those  cases  is  keep  evolving  as  the  needs 


to  end  users’  needs  must 
position  themselves  de¬ 
pending  on  the  way  they 
answer  this  question:  How 


the  need  to  be  responsive 
to  their  customers.  That 
requires  agile  IT,  since  ev¬ 
erything  a  company  does 
these  days  has  IT  running 
right  down  the  middle  of 
it.  Every  new  business  ven¬ 
ture,  product  or  marketing 
campaign  needs  agile  IT 
support  to  prevent  the 
business  end  users  from 
being  overwhelmed  by  the 
flood  of  details  and  de- 


and  IT  people  to  respond 
effectively  to  constantly 
changing  situations.  Some 
products  and  services  re¬ 
ally  do  not  require  high 


ed  products  are  inevitably 
going  to  wind  up  located 
in  places  where  the  cost 

■  Are  you  going  to 
beagM^orara^pHi 
going  to  work  with 
commodity  IT? 


by  IT  utility  companies 
are  already  compelling 
and  will  only  become 


ipanies  class,  his  newest  book  is 

jelling  The  Greatest  Innovation 

»me  Since  the  Assembly  Line 

TutUi-  (Me^an-Kiffer  Press, 

from  the  2007).  He  can  be  reached  at 

elecom  wwwMidtaelHiigos.com. 


Only  the 
good  stuff 
gets  through. 


AUTOMATED  TRANSLATION  TOOLS  have  been  around  for 
a  long  time,  and  new  techniques  are  boosting  their 
performance.  But  use  them  with  caution.  BY  GARY  ANTHES 


1 


COVER  STORY  ■ 


OMETIMES  THINGS  GET 
i  LGST  IN  TRANSLATIGN. 

For  example,  type  the 

(question,  “Automated  lan¬ 
guage  translation  —  is  it  an 
idea  whose  time  has  come?” 
into  Google’s  English- 
French  translator,  then  enter  the  result  of 
that  into  its  French-German  translator, 
and  finally  ask  Google  to  translate  the 
German  back  to  English,  and  you  end  up 
with  this:  “Automated  language  transla¬ 
tion  is  it  an  idea,  from  which  the  time 
came?”  Not  too  bad. 


Now  do  the  same  with  this  sentence: 


“Reboot  your  computer  and  try  again." 
You’ll  wind  up  with  this:  “Their  com¬ 
puter  and  attempt  still  again  load.” 
Perhapstiot  good  enough  for  your 
multilingual  user  manual. 

Language  translation  software  isn’t 
likely  to  allow  you  to  lay  off  your  bilin¬ 
gual  staffers  —  at  least  not  right  away. 
But  applied  with  discrimination  and 
lots  of  preparation,  translation  tools 
can  be  fantastic  productivity  aids.  And 
researchers  say  new  approaches  to  this 
old  discipline  are  greatly  improving 
the  performance  of  the  tools. 

Ford  Motor  Co.  began  usii%  “machine 
translation"  software  in  1998  and  has 
so  far  translated  S  million  automobile 
assembly  instructions  into  Spanish, 
German,  Portuguese  and  Mexican  Span¬ 
ish.  Assembly  manuals  are  updated  in 
English  every  day,  and  their  translations 
—  some  5,000  pages  a  day  —  ate  beamed 
overnight  to  plants  around  the  world. 

“It  vrouldn’t  be  feasible  to  do  this  all 
manually,”  says  Nestor  Rychtyckyj,  a 
technical  specialist  in  artificial  intel¬ 
ligence  (AI)  at  Ford. 

The  car  maker  uses  Enterprise  Glob¬ 
al  Server  from  Systran  Software  Inc.  in 
San  Diego,  but  licensing  the  software 
was  just  the  first  step  in  automating 
Ford’s  translation  activities.  High-level 


English  instructions,  such  as,  “Install 
the  muffler,”  are  written  by  engineers 
and  then  parsed  by  a  homegrown  Al 
program  into  unambiguous  detailed 
directions,  such  as,  “Attach  bracket 
No.  423  using  six  half-inch  bolts.”  Each 

instruction  is  then  stored  as  a  record  in 

a  translation  database. 

Ford  also  had  to  develop  dictionaries 
of  terms  and  phrases  that  are  unique  to 
automobile  assembly  and  to  Ford.  “Most 
of  the  effort  we  spend  on  this  system 
is  building  glossaries,  and  they  change 
frequently,”  Rychtyckyj  says.  "But  your 
translation  results  are  a  lot  better  if  you 
put  in  a  lot  of  work  upfront.” 

Still,  he  says,  it  may  be  easier  to 


maintain  a  glossary  than  to  find  a 
translator  who  speaks  English  and  Por¬ 
tuguese  and  understands  automobile 
technology  and  terms. 

Systran’s  tool  uses  a  tried-and-true 
translation  technique  called  rules- 
bared  translation.  Such  systems  use 

electronic  style  guides  containing  us¬ 
age  and  grammar  rules.  (For  example, 
in  English,  the  verb  usually  follows  the 
subject,  but  in  German,  it  often  comes 
at  the  end  of  the  sentence.)  These 
commercial  translators  are  typically 
supplemented  with  application-specific 
glossaries  like  those  used  at  Ford. 

They  are  often  also  combined  with 
“translation  memories,"  databases  of 
previously  translated  text  in  the  form  of 
source  and  target  sentence  pairs.  These 
memories  are  usually  compiled  over 
time  by  users.  If  the  translation  system 
(or  a  human)  finds  an  exact  match  for 
the  sentence  it’s  trying  to  translate,  it 
just  retrieves  the  corresponding  sen¬ 
tence  in  the  target  language  fixim  the 
database.  It  can  also  do  this  for  near, 
or  “fuzzy,”  matches,  flagging  them  for 
review  by  a  human  translator. 

TRAININO  THE  SOFTWARE 

Statistical  machine  translation  is  a 
newer  technique  that’s  not  yet  in  wide¬ 
spread  use.  It  uses  collections  of  docu¬ 
ments  and  their  translations  to  “train” 
software.  Over  time,  these  data-driven 
systems  “learn"  what  makes  a  good 
translation  and  what  doesn’t  and  then 
use  probability  and  statistics  to  decide 
which  of  several  possible  translations 
of  a  given  word  or  phrase  is  most  likely 
correct  based  on  context. 

Statistical  systems  require  large  vol¬ 
umes  of  documents  for  training  the  al¬ 
gorithms.  but  they  don’t  require  gram¬ 
matical  rules,  bilingual  dictionaries  or 
translation  memories.  The  systems, 
in  effect,  develop  their  own  rules  and 
continue  to  fine-tune  them  over  time. 

Google  Inc.  uses  Systran’s  rules-based 
software  but  is  also  developing  its  own 
statistical-based  systems  to  translate 
to  and  from  Arabic,  Chinese  and  Rus¬ 
sian.  Those  languages  are  especially 
tough  for  machine  translators  because 
their  structures  are  so  different  from 
Western  Romance  languages,  says  Franz 
Josef  Och.  a  research  scientist  at  Google. 

Och  says  (3oogle  will  keep  its  ad- 
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propriita  for  ol  malariiils.  oopodaly  thoso 
ttiaimustbevaryprocisslywontod.tfar- 
kotkig  foks  siiend  hours  debating  single 
santsncas,’'saysonginoeringvicoprssl- 
dsnl  Eric  RichwL  “For  the  foresaoable 
fubn.  you  vMuldnl  want  to  use  machine 
banoiation  for  your  mailiating  colateraL" 


Continued  from  page  32 
going  to  overseas  employees  such  as 
salespeople.  “It’s  an  infrastructure 
component,”  says  Tracci  Schultz,  an 


But  other  things  -  entries  In  your  lech 
suppor1databaseorsecurftyalerts.for 
example  -  don't  have  such  rigorous  qual¬ 
ity  requirements.  With  those,  “often  a 
'gist'  translation  te  OK,'  Richard  says. 

So  he  advises  companies  to  categorize 
their  written  materials  in  terms  of  their 
requirements  for  quality  and  timefiness. 
‘Most  companies  have  far  more  content 
that  could  be  translated  than  they  can 
actually  transiate,’ he  says.  “So  this  kind 
of  analysis  is  key.’ 

-  OARY  ANTHES 


Calif.,  for  example,  researchers  are 
working  with  the  U.S.  Department  of 
Defense  to  automate  the  translation  of 
Arabic  and  Mandarin  Chinese  —  struc¬ 
tured  and  unstructured  text  as  well  as 
real-time  speech  —  into  English. 

Ill  essence,  SRl’s  approach  is  to  do 
machine  translations  with  the  best 
available  rules-based  and  statistical- 
based  systems,  and  then  have  another 
system  that  “adjudicates”  among  them 


tion'  answer  by  combining  the  results  of 
five  systems.  It  uses  a  process  that  takes 
into  account  the  particular  order  of  the 
output  for  each  sentence  in  each  system 
and  the  probability  that  that  particular 


understand  our  brand  and  our  tone,  and 
they  reflect  that  in  their  translations." 

To  help  it  manage  its  translation 
outsourcing,  FedEx  went  from  40 
translation  vendors  to  two  during  the 
introduction  of  its  enterprise  translation 
system,  Schultz  says,  adding  that  the 
company  will  likely  use  those  vendors’ 
services  less  and  less  as  its  system's 
translation  memories  grow.  She  says 
FedEx  hopes  to  get  to  the  point  where 
80%  of  its  translation  workload  is  trans¬ 
lated  via  memories  and  20%  by  humans. 

Meanwhile,  translation  systems 
are  becoming  more  sophisticated  by 
combining  multiple  methods.  A  sta¬ 
tistical  machine  translation  product 
from  Language  Weaver  Inc.  in  Marina 
del  Rey,  Calif,  can  now  be  used  with 

called  WorldServer  from  Idiom  Tech- 
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of  “tntwnifloml  coding  atandardi  and 
bMt  pnoffcaa"  at  put  of  Itw  rafhMit  of 
Kt  global  tranataUon  kifraatnidura.  The 
otandarda  loll  kitaiTHl  wan  and  axtanial 
partnan  how  to  wa  FadEx'a  language 
tranilallon  pncaaaaa. 

For  axamgla,  tha  atandarda  apaoKy 
how  a  Java  pragram  ahould  tag  out¬ 
put  that  muat  ba  tranafafad.  Thay  aiao 
Inohida  AHa  for  oonnaolhw  tha  FadEi 
tnodliitlMiayatain  to  olhar  ayatam. 


Perhaps  Rychtyckyj  could  suggest  to 
his  users,  “Their  computer  and  attempt 
still  again  load.”  ■ 


“Tha  aataUlahnienl  Of  baat  pnctlcaa  and 
atandarda  la  crMfoal,”  Schultz  aaya. 

M'a  abo  crucial  for  a  large  company  to 
have  a  top-down  languaga  atntagy,  aha 
aaya.'Youhavatodacldtwhatlanouao- 
aa  you  an  going  to  grow  and  aarvfoa  and 
than  MIgo  avaryhody  In  tha  organbaUon 
to  thoaa  languwiaa.’ SohuRz  aaya.  “You 
have  to  hava  a  unfhad  plan  bought  Into  by 


to  look  at  H  aa  an  kifraMrucbaa  product 
ki  a  camraHzad  rota,*  Sohidiz  atya.  “or  It 
won’t  baauocaaafuL* 

-OARY  ANTHES 
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It’s  becoming  ever  more 
difficult  to  make  foolproof 
chips,  but  a  new  layer  of 
software  could  fix  them 
on  the  fly.  By  Gary  Anthes 


■  FUTURE  WATCH 


N 1994,  Intel  Corp. 
shipped  its  new 
Pentium  processor 
with  a  tiny  flaw  in 
a  region  of  the  chip 
devoted  to  floating¬ 
point  division.  The  com- 


Hazelwood  says  en¬ 
gineers  and  computer 
scientists  have  tradition¬ 
ally  sought  to  optimize  the 
performance  of  computer 
systems  by  concentrating 
on  just  one  layer  at  a  time  — 


tion  to  a  growing  number 
of  problems  in  micropro¬ 
cessors  is  to  build  a  better 
bridge  between  software 
and  hardware  and  to  treat 
the  two  symbiotically.  She 
calls  this  bridge  a  “virtual- 
execution  environment."  or 
VEE. 

Here's  how  Tortola  works: 
Hardware  sensors  (which 
often  already  exist  on  the 
chip)  send  information 
about  things  such  as  tem¬ 
perature  and  voltage  anom¬ 
alies  to  the  VEE,  which  sits 
between  the  hardware  and 
the  executing  software.  The 
VEE  is  programmed  to  react 
to  these  signals  and  to  alter 
the  executable  code  as  it 
runs.  For  example,  if  it  sees 
a  temperature  spike,  it  might 
substitute  some  sequence 
of  instructions  known  to  be 
less  taxing  to  the  proces¬ 
sor.  It  could  also  respond  to 
p)erformance  problems  such 
as  memory  cache  misses 
or  resource  contention  by 
reallocating  the  workload 
among  chip  resources. 

Hazelwood  has  proved . 
the  concept  on  a  well- 
known  problem  in  which 
certain  patterns  of  instruc¬ 
tions  cause  chip  circuits  to 
turn  on  and  olf  rhythmically 


['utiire 
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WHAT  TO  WATCH  FOR: 
A  way  for  users  to 
download  hardware 
fixes  as  easily  as  they 
do  software  patches. 

WHO  CARES:  Users 
and  companies  iike 
intel,  which  couid  save 
miliions  sending  out 
patches  instead  of 
recalling  chips. 


tions  is  executed  repeatedly 
in  a  program  loop.  This 
rapid  switching  can  degrade 
the  reliability  of  the  proces-  ' 
sor  and  lead  to  incorrect 

Hazelwood  has  shown 
that  the  VEE  can  sense 
when  this  is  occurring  by 
watching  for  voltage  spikes 
and  dips  on  the  chip  and 
then  judiciously  insert¬ 
ing  “no-op"  instructions 
—  place-holder  instruc¬ 
tions  that  perform  useless 
computations  —  to  break  up 
the  on-and-off  pattern.  The 
VEE  can  also  “unroll”  an 
offending  loop  to  lengthen 
the  time  between  voltage 
spikes  and  dips  to  an  accept¬ 
able  frequency.  The  altered 
application  code  is  stored  in 
the  VEE  and  is  used  instead 


software  and  so  pen,  tor  example,  wnen  tne  program  runs, 
thinks  the  solu-  '  same  sequence  of  instruc- 

NO  MORE  BOTTLENECKS 


might  be  avoided  by  equip¬ 
ping  chips  with  Tortola,  a 
technology  being  developed 


HARDLY  HARDWARE 


Tortola's  Binary  Modifier  communicates  with  the  processor. 
When  it  senses  a  problem,  it  replaces  the  offending  executable 
code  with  equivalent  code  that  sidesteps  the  problem. 


more  prevalent  wi 
advent  of  multicoi 
sor  chips.  The  pro 


anomalies  introduce  slight 
variations. 

The  VEE  can  monitor  the 


1 


I  FUTURE  WATCH 


Chip, 

He^ 

Thyself 


It’s  becoming  ever  more 
difficult  to  make  foolproof 
chips,  but  a  new  layer  of 
software  could  fix  them 
on  the  fly.  By  Gary  Anthes 


94,  Intel  Corp. 


I  Pentium  processor 
with  a  tiny  flaw  in 
a  region  of  the  chip 
devoted  to  floating¬ 
point  division.  The  com¬ 
pany  shrugged  off  the  prob¬ 
lem  as  “extremely  minor,” 
but  users  screamed  bloody 
murder,  and  Intel  eventually 
recalled  the  chips,  at  a  cost 
of  $475  million. 

Someday,  such  a  financial 
and  public  relations  disaster 
might  be  avoided  by  equip¬ 
ping  chips  with  Tortola,  a 
technolc«y  being  developed 


University  of  Virginia  i 
Charlottesville.  Indeed,  In¬ 
tel  and  IBM  are  collaborat¬ 
ing  with  computer  science 
pro<i»sor  Kim  Hazelwood 
as  she  works  to  create  a  way 
for  users  to  download  hard¬ 
ware  fixes  as  easily  as  they 
do  software  patches. 


Hazelwood  says  en¬ 
gineers  and  computer 
scientists  have  tradition¬ 
ally  sought  to  optimize  the 
performance  of  computer 
systems  by  concentrating 
on  just  one  layer  at  a  time  — 
hardware,  operating  system, 
and  so 


on.  But  she  thinks  the  sohi- 


0  a  growing  number 
of  problems  in  micropro¬ 
cessors  is  to  build  a  better 
bridge  between  software 
and  hardware  and  to  treat 
the  two  symbiotically.  She 
calls  this  bridge  a  “virtual- 
execution  environment.”  or 


VEE. 


Here’s  how  Tortola  works: 
Hardware  sensors  (which 
often  already  exist  on  the 
chip)  send  i^ormation 
about  things  such  as  tem¬ 
perature  and  voltage  anom¬ 
alies  to  the  VEE,  which  sits 
between  the  hardware  and 
the  executing  software.  The 
VEE  is  programmed  to  react 
to  these  signals  and  to  alter 
the  executable  code  as  it 
runs.  For  example,  if  it  sees 
a  temperature  spike,  it  might 
substitute  some  sequence 
of  instructions  known  to  be 
less  taxing  to  the  proces¬ 
sor.  It  could  also  respond  to 
performance  problems  such 
as  memory  cache  misses 
or  resource  contention  by 
reallocating  the  workload 
among  chip  resources. 

Hazelwood  has  proved 
the  concept  on  a  well- 
known  problem  in  which 
certain  patterns  of  instruc¬ 
tions  cause  chip  circuits  to 
turn  on  and  off  rhythmically 
and  rapidly.  That  might  hap¬ 
pen.  for  example,  when  the 
same  sequence  of  instruc- 
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tions  is  executed  repeatedly 
in  a  program  loop.  This 
rapid  switching  can  degrade 
the  reliability  of  the  proces¬ 
sor  and  lead  to  incorrect 

Hazelwood  has  shown 
that  the  VEE  can  sense 
when  this  is  occurring  by 
watching  for  voltage  spikes 
and  dips  on  the  chip  and 
then  judiciously  insert¬ 
ing  “no-op”  instructions 
—  place-holder  instruc¬ 
tions  that  perform  useless 
computations  —  to  break  up 
the  on-and-off  pattern.  The 
VEE  can  also  “unroll"  an 
offending  loop  to  lengthen 
the  time  between  voltage 
spikes  and  dips  to  an  accept¬ 
able  frequency.  The  altered 
application  code  is  stored  in 
the  VEE  and  is  used  instead 
of  the  original  code  as  the 
program  runs. 

NO  MORE  BOTTLENECKS 

Hazelwood  has  also  applied 
Tortola  to  a  scheduling 
problem  that  is  becoming 
more  prevalent  with  the 
advent  of  multicore  proces¬ 
sor  chips.  The  problem  oc¬ 
curs  when  the  cores  are  not 
all  identical,  as  when  they 
are  designed  with  different 
features  or  when  fabrication 
anomalies  introduce  slight 
variations. 

The  VEE  can  monitor  the 
work  of  each  processor  core 
and  dynamic^ly  reschedule 
work  so  as  to  eliminate  bot- 
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■  FUTURE  WATCH 


it  too  hardware-specific  to 
be  practical. 

“What’s  nice  about  the 
VEE  is  that  it  can  intercept 
any  instruction  before  it  ex¬ 
ecutes,”  Hazelwood  says.  “If 


the  [chip]  vendor  knows  is 
implemented  incorrectly  or 
inefficiently,  it  has  the  oppor¬ 
tunity  to  replace  that  instruc¬ 
tion  with  something  else. 

“What  would  be  neat,”  she 
adds,  “would  be  if  instead 
of  shipping  just  chips,  Intel 
could  ship  a  chip  and  a  vir- 


What’s  nice 
about  the  VEE 
is  that  it  can  inter¬ 
cept  any  instruction 
before  it  executes. 


problems  could  be  fixed 
after  the  chips  are  rolled 
out,  and  some  backward- 
compatibility  problems 
could  be  soh^  with  patches 
Microprocessors  have 
for  some  time  included 


software  layer  between  the 
hardware  and  operating  sys¬ 
tem  is  just  the  right  place  to 
put  those  functions,  he  says.  But  Tortola  can  i 
“Having  power  manage-  those  pieces  of  c 


pieces  of  code  that 
problems,  leaving 
of  the  code  unaltered 


would  benefit  from  higher- 

without  having  to  change 
their  software.”  ■ 


Grand  Challenges  Ahead 


H  SACONSENSUSdoc- 
unwnt  wrlttm  by  angh 
^^naare  from  around  the 
world,  tha  101-page  bitama- 
tional  Tachnology  Roadmap 
for  Samicanduclars  OTRS)  is 
not  noted  for  hyparb^  Yet 
fottsOrandChidtengessac- 
tion,  which  attempts  to  look 
ahead  IS  years,  one  folds 
statements  such  as  these: 

“Now  test  raquirsmeiits 
for  taicrsasingly  complex 
devices ...  wiH  pros^  great 
chahonges  in  the  future.” 

“Powerleakagewillbe- 
ceme  a  major  industry  crisis 
in  the  fong  term,  threatening 
the  survival  of  CMOS  tech- 


‘ManufacturabiKty... 
will  become  a  major  crisis  as 
[chip]  variabiity  builds... 
and  dramatically  invades  all 
aspects  of  a  design.” 

For  years,  the  industry 
focused  on  following  Moore's 
Law  -  getting  more  transis¬ 
tors  onto  a  chip  and  mors 
performance  out  of  IL  But 
the  Orand  Challenges  in  the 
HRS  new  deal  mostly  with 
issues  llie  power  leakage, 
chip  variabifity,  the  cost  and 
difficulty  of  testing -even 
esoteric  things  that  affect 


that  chip  defects  w«  grow  software  moving  out  of  the 
in  number  ash  becomes  realm  of  bmovation  and  into 

prohibitively  expensive  or  the  realm  of  necessity.” 
impossible  to  exhaustively  “Power  Nmitalions  have 

test  chips  before  they  ship.  been  a  concern  for  several 

And  those  defects  wM  years,  and  lelabittywII 

give  rise  to  unanticipated  become  more  of  an  issue.’ 

problems  that  can  best  be  notes  Intel  engineer  Robert 
deaH  with  at  runtims.  says  Cohn.  ”tt  is  vary  chaltenging 

Kim  Hazelwood,  a  computer  to  provido  a  pure  hardware 
science  professor  at  the  Uni-  aoluliontotheseproblains.A 
varsity  of  Virginia.  virtual  layer  stellar  to  Tortola 

“The  power  and  rababl-  alows  the  hardware  and 

ity  issues  wM  vary  by  cMp.  software  to  cooperate  and 


■  BEST  PLACES  SHOWCASE  I  NEW  ENGLAND 


HtetotyA 

The  Hub 


These  Best  Places  to  Work  offset  a 

high  cost  of  living  with  flextime  and 
ridi  benefits.  By  Thomas  Hoffman 


THERE'S  a  lot  to  like  about 
tbe  Boston  area  and  New 
England  in  general.  The 
Hub.”  as  greater  Boston 
is  affectionately  known. 


recreational  activities,  including  sail¬ 
ing,  skiing  and  hiking,  as  well  as  relax¬ 
ing  at  breathtaking  beaches. 

But  with  so  much  to  offer,  it’s  little 
surorise  that  the  Boston  area  is  also 


vey,  while  database  administrators  and 
systems  analysts  hauled  in  $84,600 
and  $75,322,  respectively. 

With  high-tech  hubs  such  as  the 
Route  128  corridor  and  Kendall  Square 
in  Cambridge.  Mass.,  New  England 
is  home  to  a  variety  of  biotechnology, 
financial  services  and  health  care  com¬ 
panies,  which  offer  diverse  employment 
opportunities  for  IT  professionals. 


Partners  HeatthCare 

IT  HEAD  COUNT;  1,300 
CKh  John  Glaser 

CURRENT  IT  PROJECTS:  Compass,  an  Ini¬ 
tiative  to  implenient  a  single  set  o<  paUent 
admMsIrative  systems  and  revenue  cycle 


system:  a  service-oriented  archRacture 
(SOA)  to  drive  commonness  of  cMcal  data  in 
appRcatians  and  to  encapsulate  knowiedge 
and  rules  to  make  change  easier,  quicker 
and  safer. 

CURRENT  fT  OPENINGS:  Programmers/ 


various  groups. 

HEALTHY  CHOICES:  After  Chris  Gervais 
graduated  from  Ithaca  College  in  May 
1995,  he  jumped  on  the  dot-com  band¬ 
wagon  and  became  chief  technology 
officer  at  an  e-leamii^  and  knowledge 
management  company  called  VIS 
Corp.  in  Waltham,  Mass.  Although 
the  experience  was  an  adrenaline 
rush  and  taught  Gervais  a  lot  about 
business,  it  pales  in  comparison  to  the 
values  he  has  embraced  since  joining 
Boston-based  Partners  Healthcare 
System  Inc.  as  a  technology  researcher 
in  October  2001. 

“One  of  the  things  that  makes  this 
place  great  for  me  is  the  overall  charter 
of  Partners  [as  a  nonprofit  humani¬ 

tarian  organization]  and  moving  the 
health  care  agenda  forward  on  a  local. 


Maximizing  IT’s  Value  to  the  Business 


An  Executive  Roundtable  on  Business-Centric  IT  Portfolio  Management 
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San  Francisco,  California 

Wednesday,  August  22, 2007 
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500  Post  Street 

(on  the  comer  of  Post  and  Mason) 

San  Francisco,  CA  94102 
8:30am  to  Noon 
www.itexecutivesummit.com 

Spomored  by  COMPCIWARE. 


Apply  for  complimentary*  registration  at  www.itexecutivesummit.com/Aug22  or  contact  Chrissy  DeAvila  at  888-299-0155 

•Complinientary  registration  is  restricted  to  qualified  senior  IT  executives  in  end-user  organizations. 


■  BEST  PLACES  SHOWCASE  NEW  ENGLAND 


Continued  from  page  38 
background.  IT  people  feel  they’re 
doing  work  that  helps  make  people 
healthier  and  increase  patient  safety. 
It’s  pretty  important.”  says  Rogala. 
who  is  corporate  manager,  clinical  sys¬ 
tems  development,  at  Partners. 


One  of  the  more  creative  career  de¬ 
velopment  programs  offered  to  IT  pro¬ 
fessionals  at  Partners  since  the  fall  of 
2005  is  called  the  Innovation  Program. 
Here.  16  IT  suffers  are  assigned  a  men¬ 
tor  and  a  business  problem  to  solve. 
The  workers  are  t^n  out  of  their  nor- 


perks  that  they’re  offered.  For  starters, 
salaried  employees  receive  three  to  five 
“outdoor  days”  each  year  that  they  can 
use  to  go  hiMng  or  participate  in  other 
outdoor  activities  with  colleagues 
without  having  to  use  vacation  time. 

L.L.Bean  also  holds  an  online  lottery 


tober.T 

Partners  offers  Gervais  enables  him  to 
help  care  for  his  son  —  something  he 
considers  a  huge  benefit. 

“In  the  Boston  area,  which  is  an  ex¬ 
pensive  market,  you’re  going  to  have 
more  and  more  employees  with  both 
spouses  working,”  said  Gervais.  “You 
can’t  put  a  dollar  amount  on  [flextime]; 
it’s  an  intangible.” 

Rogala,  who  has  also  grown  from 
her  start  as  a  program  analyst  to  team 


M  Partners  makes 
sure  you  get  ample 
time  off,  so  that  when  you 
come  back  to  woih,  you 
hiel  refreshed. 


to  your  regular  job  and  think  about 
things  differently  and  spread  that  kind 
of  innovative  thinking  throughout  the 
IS  organization,”  says  Connors. 


L.L.Bean 

IT  HEAD  COUNT:  SOO-pkn 
VICE  PRESIDENT  OF 
INFORMATION  SERVICES:  Jean  Wilson 
CURRENT  IT  PROJECTS:  Retail  expansion, 
and  business  process  efficiency. 

CURRENT  IT  OPENINOS:  Quality  assurance 
architect,  software  configuration  man¬ 
agement  tools  developer,  senior  network 
enginaer,  AS/400  developer,  and  Web 

OISCOVERINO  THE  GREAT  OUTDOORS:  It’s 
common  to  see  employees  of  L.L.Bean 
Inc.  biking  or  running  at  lunch  time. 
There’s  a  group  that  regularly  plays 
soccer  on  an  athletic  field  adjacent 
to  the  company’s  corporate  offices. 
Another  group,  which  includes  IS 
manager  Donna  Lamberth,  has  been 


Of  course,  there’s  more  to  working 
in  IT  at  L.L.Bean  than  the  company- 
sponsored  volleyball  games  and  barbe¬ 
cues  on  its  campus.  It  offered  4.5  days 
of  training  for  each  of  its  employees  in 
2006,  and  this  year  the  goal  is  for  85% 
of  its  IT  staffers  to  reach  that  target, 
says  Jean  Wilson,  vice  president  of  in¬ 
formation  services. 

Of  course,  it  can  be  a  challenge  to 
recruit  IT  professionals  to  work  in 


Mlliiswillbethe 
fourth  company 
rvewoikodaLand 
LLBean  is  like  no  other  in 
terms  of  impresshieness. 


ne  of  the  northernmost  parts  of  the 
antinental  U.S.  “Some  people  would 
ly  that  we’re  at  the  end  of  the  Earth 


m 


■  SECURITY  MANAGER’S  JOURNAL  MATHIAS  THURMAN 


TrouHe 

Ticket 


Fhm  Russia, 
With  Concern 

A  trip  to  Moscow  to  audit  an  off¬ 
shore  partner  leaves  our  manager 
wary-  And  then  there’s  air-gapping. 


A  DECISION  TO 
send  coding 
work  offshore 
requires  a 
.weighing  of 

benefits  against  risks.  And 
who  gets  to  deal  with  most 
of  the  risks?  The  security 
manager,  of  course. 

That’s  why  I  just  re¬ 
turned  from  my  yearly 
trip  to  Moscow,  where  em¬ 
ployees  of  a  partner  com¬ 
pany  write  source  code 
algorithms  for  some  of  our 
products.  This  arrange¬ 
ment  puts  our  intellectual 
property  at  significant 
risk,  so  we  have  a  strict 
contract  outlining  how 
PCs  and  network  coimec- 
tions  are  to  be  set  up.  If 
our  intellectual  property 
is  compromised  on  foreign 
soil,  we  have  to  rely  on  the 
local  authorities  to  take 
legal  action.  And  that’s  a 
hit-or-miss  proposition. 

Our  contract  requires 
that  CD  drives  and  USB 
ports  and  other  external 
connections  be  removed 
or  disabled  on  all  the  PCs 
used  to  work  on  our  source 
code.  We  also  rely  on  “air- 
gapping,”  which  keeps  these 
PCs  off  of  the  partner  com¬ 
pany’s  network.  To  do  this, 
we  set  up  a  VPN  that  sends 


all  the  partner’s  network 
traffic  to  our  company’s 
gateways.  This  lets  us  con¬ 
trol  access  to  all  resources, 
and  we  don’t  have  to  vouch 
for  the  integrity  of  another 
company’s  infrastructure; 
after  all,  we  don’t  want  its 
network  security  problems 
to  be  ours  as  well. 

In  Moscow,  I  conducted 
an  audit  of  the  partner 
company’s  operations.  My 
findings  were  not  good. 

I  had  the  local  IT  guy 
run  a  Microsoft  Baseline 
Security  Analyzer  scan  on 
a  random  sample  of  PCs. 
These  scans  showed  that 
the  PCs  were  not  up  to  date 
with  Microsoft  security 
patches.  I  then  sat  down 
at  these  same  PCs  and 
checked  their  antivirus 
programs.  Again,  pattern 
files  were  badly  out  of  date, 
by  as  much  as  two  years. 
The  Moscow  engineers 
told  me  that  since  they 
have  no  Internet  access. 


■  The  Moscow 
engineers  say  they 
cant  download 


GoodpoinL 
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they  can’t  download  patch¬ 
es.  They’re  right:  While 
it  is  possible  to  do  these 
updates  without  Internet 

consuming  process. 

NOT  SO  RANDOM 

I  also  chose  20  PCs  and 
checked  to  make  sure 
that  their  USB  ports  were 
disabled  and  that  no  unau¬ 
thorized  applications  were 
running,  and  I  ran  a  lim¬ 
ited  forensic  examination 
to  ensure  that  the  engi¬ 
neers  who  used  those  PCs 
weren’t  making  unauthor¬ 
ized  Internet  or  corporate 
network  connections  when 
I  wasn’t  around. 

I  didn’t  have  time  to  run 
these  checks  on  the  PCs 
used  by  all  SO  engineers 
who  work  on  our  source 
code  algorithms,  so  I  chose 
the  10  engineers  with  the 
shortest  tenure  and  the 
10  with  the  longest.  Why 
them?  The  newest  employ¬ 
ees  had  been  given  new 
PCs  that  had  to  be  set  up 
to  meet  our  requirements 
from  scratch.  The  longest- 
tenured  employees  may 
have  become  comfortable 
enough  to  try  subverting 
our  restrictions. 

Many  of  the  new  PCs 


ISSUE:  A  security  audit 
in  Moscow  turns  up 
several  areas  of  concern, 
but  the  engineers  there 
want  Internet  access. 
ACTION  PLAN:  Demand 
stricter  adherence  to  re¬ 
strictions  as  a  condition. 


had  working  USB  ports, 
mainly  because  they  were 
shipped  with  USB  key¬ 
boards.  That  seems  innoc¬ 
uous,  but  this  port  issue 
will  have  to  be  dealt  with. 
Fortunately,  unauthorized 
applications  and  network 
connections  don’t  seem  to 
be  big  problems. 

My  talk  with  the  en¬ 
gineers  inevitably  came 
around  to  something 
they’ve  been  requesting  for 
months;  Internet  access.  It 
makes  sense,  despite  the 
security  concerns.  Pro¬ 
grammers  are  more  ef¬ 
ficient  when  they  can  search 
the  Web  for  code  samples 
and  other  resources.  Why 
should  they  have  to  rein¬ 
vent  the  wheel?  But  before 
I  authorize  expanded  ac¬ 
cess,  the  engineers  will 
have  to  sign  documents  of 
understanding  stating  that 
unauthorized  use  of  USB 
storage  devices 
may  lead  to  ter-  pSI^BH 
mination.Asa  OJOIHUI 

stnnean  we’ll  ToKUnmlhedscussions 

Stopgap,  we  11  aboutsecuniy.golo 

place  security  . 
tape  around  USB 
ports.  I’ll  check 
back  in  with  the  partner 
in  a  couple  of  weeks  for  a 
progress  report.  If  it’s  good 
news.  I’ll  consider  grant¬ 
ing  more  access.  ■ 

This  week’s  journal  is  writ¬ 
ten  by  a  real  security  r 


whose  name  and  employer 
have  been  disguised  for  ob¬ 
vious  reasons.  Contact  him 
at  mathias_thurman@ 
yahoo.com. 


We  just  spent  almost  $90  million 
researching  solutions  to 
tomorrow's  server  problems 
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Why  not  spend  a  few  minutes  with  us? 


We  talked  to  thousands  of  customers 
from  Baltimore  to  Beijing  and  saw  the 
good,  the  bad,  and  the  ugly  measures 
customers  took  in  their  data  center 
pianning.  In  many  cases,  turnover  and 
budget  cuts  resulted  in  no  plan  at  all. 

[}o  you  and  your  staff  know  the  top  ten 
planning  mistakes  to  avoid?  The  easiest  way 
to  improve  cooling  without  spending  a  dime? 


our  latest  selection  of  white  papers. 

Take  advantage  of  our  valuable  research 
today  and  save  yourself  money  and 
headaches  tomorrow. 


APC 


Visit  www.apc.com/pmmn  and  enter  key  code  w557x  •  Call  888-289-APCC  x4553  •  Fax  401-788-2797 


Rirt  Perkins 

Ihe  IT  Horizon 
k  Looking  Green 

The  amount  of  power  consumed  by  data  centers 
doubled  from  2000  to  2005,  according  to  Jonathan 
Koomey,  consultii^  professor  at  Stanford  Univer¬ 
sity.  By  the  end  of 2005,  data  centers  were  consum¬ 
ing  approximately  1.2%  of  all  US.  electricity.  The  United  Na¬ 
tions  estimates  that  20  million  to  50  million  tons  of  computer 


equipment  and  cell  phones 
are  dumped  into  landfills 
each  year  worldwide. 
Greenpeace  asserts  that 
electronic  equipment  is 
the  fastest-growing  waste 
segment  on  the  planet  and 
that  only  12%  of  PCs  and 
cell  phones  ate  recycled. 
Lev^  of  lead,  cartnn 
dioxide  and  other  pollut¬ 
ants  resulting  from  the 
manufacture  and  use  of 
electronic  equipment  are 
rising  annually. 

As  the  world  struggles 
with  global  warming.  IT 
leaders  need  to  focus  on 
reducing  energy  consump¬ 
tion  and  the  use  of  hazard¬ 
ous  materials.  A  number 
of  governments  ate 

th^  will  affect  hardware 
manufacturers  as  well  as 
IT  departments.  In  partic¬ 
ular,  these  three  European 
Union  mandates  will  have 
a  significant  impact  on  IT 
organizations  doinv  busi¬ 
ness  in  Europe: 


(RoHS)  prohibits  sales  in 
the  EU  of  new  electronic 


>re  than  specified  levels 


of  six  hazardous  materials. 
China  and  India  are  ex¬ 
pected  to  adopt  versions  of 
RoHS  within  the  next  year. 

_ I  is  closely  aligned 

with  RoHS.  Under  WEEE, 
manufacturers  must  estab¬ 
lish  a  collection  process 
within  the  EU  to  allow 
individuals  and  companies 
to  return  electronic  waste, 
free  of  charge.  Manu¬ 
facturers  must  reuse  or 
refurbish  the  waste  or  dis¬ 
pose  of  it  an  ecologically 
friendly  maimer. 

■  TIm  Emrgy-IWng  Prod¬ 
ucts  dirseliM.  which  just 
went  into  effect  in  July,  ad¬ 
dresses  all  products  using 
electricity  or  other  fuels. 

It  requires  manufacturers 
to  calculate  and  report  the 
lifetime  energy  consump¬ 
tion  of  a  product,  including 
the  energy  used  to  manu¬ 
facture,  transport,  sell, 

■  nr  leaders 
need  to  focus  on 
reducing  energy 
consumption  and 
the  use  of  hazard- 


operate  and  dispose  of  it. 
Some  observers  speculate 
that  manufacturers  will  be 
forced  to  reduce  the  life¬ 
time  energy  consumption 
of  new  products  to  be  sold 
itheEU. 

The  U.S.  is  also  creating 
programs  affecting  elec¬ 
tronic  equipment,  includ¬ 
ing  the  following: 

■  The  Environmental 
Protection  Agency  has  had 
Energy  Star  guidelines 
for  de^tops,  notebooks, 
woricstations  and  game 
consoles  for  some  time.  On 
July  20.  new  Energy  Star 
requirements  demand¬ 
ing  more-efficient  power 
supplies  and  lower  “idle 
power”  went  into  effect. 

■  On  Jan.  24.  President 
Bush  signed  an  executive 
order  requiring  that  95% 
of  electronic  products  pro¬ 
cured  by  federal  agencies 
meet  Electronic  Product 
Environmental  Assess¬ 
ment  Tool  standards. 
EPEAT  helps  institutional 
buyers  compare  the  en¬ 
vironmental  attributes 

of  desktops,  laptops  and 
monitors.  It  incorporates 
many  of  the  RoHS  stan¬ 
dards  as  well  as  the  Energy 


Star  requirements  for  PCs. 

Many  states  are  pass¬ 
ing  their  own  legislation. 
Califiirnia's  RoHS,  mod¬ 
eled  on  the  EU’s,  limits 
the  amount  of  hazardous 
chemicals  permitted  in  the 
manufacture  of  electronic 
equipment.  California’s 
Electronic  Waste  Recycling 
Act  requires  buyers  of  PCs 
and  monitors  to  pay  a  $6  to 
$10  recycling  fee  at  the  time 
of  puniase.  Maine,  Mary¬ 
land,  Virginia  and  other 
states  also  have  electronic 
recycling  acts.  The  Arkan¬ 
sas  Conqxiter  and  Electron¬ 
ic  Solid  Waste  Management 
Act  bans  disposal  of  com¬ 
putet  and  electronic  equip¬ 
ment  in  local  landfills. 

Unfortunately,  state 
mandates  often  conflict 
with  one  another.  Manu¬ 
facturers  are  requesting 
national  (or,  better  yet, 
worldwide)  regulations  to 
facilitate  standard  manu¬ 
facturing  processes  and 
disposal  methods. 

Many  business  publica¬ 
tions  have  recently  run 
cover  stories  on  the  ef¬ 
forts  of  major  corporations 
to  make  their  operations 
more  energy  efiicient  and 
less  harmful  to  the  envi¬ 
ronment.  Because  of  this 
new  emphasis  in  the  busi¬ 
ness  community,  IT  orga¬ 
nizations  need  to  focus  on 
meeting  energy  mandates 
and  demonstrating  envi¬ 
ronmental  responsibility.  ■ 
Bart  Paridnt  is  managing 
partner  at  Louisville,  Ky.- 
based  Leverage  Partners 
Inc.,  which  helps  organiza¬ 
tions  invest  well  in  IT.  Con¬ 
tact  him  at  BartPerkins@ 
LeveragePartners.com. 
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Control  Power  Over 
Your  Network 


Eteach  Respected  IT  Leaders  m 


On  the  front  page  of  tts 
July  3  issue.  The  Wall 
Sfreef  Journa/high- 
lighted  what  is  per¬ 
haps  a  growing  trend. 
In  a  story  called  "Sec¬ 
ond  Thoughts,"  report¬ 
ers  Pui-Wing  Tam  and 
Jackie  Range  spoke  to 
some  small  tech  com¬ 
panies  in  Silicon  Valley 
that  had  sent  develop¬ 
ment  work  to  India 
and  are  now  pulling  it 
back.  According  to  one 
executive  quoted  In  the 


52.7% 


7.'  .  "Taking  into 

account  the  time  dif 
ference  with  India." 
said  Munjal  Shah.  CEO 
of  start-up  Riya  Inc.. 


31.2% 


This 

spring.  Riya  closed 
down  its  Bangalore  of- 
hce  and  offered  half  of 
Its  engineers  a  chance 
to  move  to  San  Mateo. 
Calif.,  with  work  visas. 


Percentage  of  business 
professiofials  who  said 
they  expect  to  change 


at  product 

en^nnecring  outsourcer 
S\’mphi)n\  Ser\'iccs  talks  about 
the  keys  to  collaboratiiig  with 
offshore  colleagues. 

Whars  the  key  to  global  eel-  ;  portant  to  build  camaraderie.  1he 
laboration?  Companiesthat  ;  team  may  not  actually  get  to  share 
view  offshore  teams  as  partners  I  a  beer  after  wotK  but  the  virtual 

-seamless  extensions  of  their  I  world  is  an  accommodating  place, 

onshoreteams-ratherlhantask-  !  The  key  goal  here  Is  to  create  a 
t)ased.lower-costresourcestend  |  highlycollaboraliveworkenviron- 
to  get  better  results  and  have  more  ;  merit  that  replicates  the  hallway 
rewarding  team  experiences.  ;  conversation  in  a  systemahe  way. 

Theremustbeash^edviewofthe  !  with  things  like  blogs,  wikis  and 
product  road  map  and  vision  for  |  Second  Life  avatars. 

thefuture.lfyoudonothaveanat-  |  At  the  start  of  the  relationship 

titude  of  equ^  and  transparency  ;  with  your  extended  team,  build  in 
and  an  accountability  structure,  1  the  budget  for  more  frequent  trav- 

itwibedifficulttomaximizethe  1  el.  Once  work  is  under  way,  set 
effeclivenessofoutsourcing.and  j  a  regular  schedule  for  meetings 
productivilywillsutferwhilefrus-  ;  -daity.weekty,  quarterly -and  use 
trabonrises.  I  webcams  or  a  vkleoconlerencing 

I  system  so  teammates  can  assod- 


Mmaraiiistluniliang 
bkwkPT  Communication,  or 
rather  a  lack  thereof,  is  a  common 
stunting  block  for  many  outsourc- 

expansive  time-zone  differences. 
The  best  solution  is  to  (Setate 
common  development  processes, 
measurement  and  reporting  tools 
andacommon  lexicon  for  everyone 
to  iolow.  This  makes  it  easier  to 

dKferences.  and  helps  to  manage 


trainhig  to  help  smooth  over 
cultural  tonion?  As  the  mind¬ 
set  shifts  from  best-cost  project 
work  to  a  more  strategic  partnering 
approach,  companies  are  taking  a 
kiriger  view  and  therefore  are  much 
more  likely  to  invest  in  the  proper 
training  and  education  upfront.  In 
addition,  there  have  been  enough 
experiences- both  good  and  bad 
-  tor  companies  to  learn  from. 

-  JAMIE  ECKLE 
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Anywhere.  Anytime. 

Can't  get  enough  of  Computerworld? 

No  matter  where  you  are,  Computerworld  is  there. 

Keep  up  with  the  latest  technology  news  on  your  PDA. 

www.computerworld.com 


TRUE  TRIES  OF  IT  LIFE  AS  TOLD  TO  SHARKY 


Lafis  Take  This  ;  you  removed  the  powwwp- 

One^alaTnie  ;  i)ty?'Weii.ye*.  - 


PCk  power  eundy  gets  a 
little  louder  every  day,  says 
the  piM  fish  In  the  cubicle 


hardware  guru  tries  to  fn  it 
by  hitting  the  CPU  -  ho  actu¬ 
ally  winds  up  and  smacks 
it  a  good  one."  hsh  reports. 
“Now  the  noise  is  corstant 


V  power  supply  is  ordered. 
About  a  week  later,  n  arrives 
-  along  with  an  official  Instal- 


The  installation  person  calls 


and  identification,  the  hot  line 
operator^  first  question  is 
this: ‘Did  the  noise  stop  when 


A  user  calls  the  help  desk  to 
complain  that  her  calendaring 
software  isn't  working  prop¬ 
erly.  Tm  setting  up  a  meeting 
for  next  Wednesday.’ she 
says.  1  did  a 'busy' search, 
and  H  shows  my  boss  as  being 
available,  but  I  know  he's  on 
vacation  all  next  week.  This 
is  bad- what »  somebody 
schedules  him  for  a  meeting 
and  he  doesn't  show  up?' 

The  support  pilot  Ash  who's 
handling  the  trouble  ticket 
cals  the  user  back.  Did  your 
boss  enter  Ms  vacation  bito 
his  calendar?  “Oh  no.  I  enter 
al  his  appointments.’ says 
the  user.  Did  you  enter  n 


In.  then?  Pause. ’No,  but 


SoiTy,  Cant  Do  It 

This  county  ofAce  instals 
a  spam  Alter  for  incoming 


able,  and  H  some  legitimate 
messages  keep  getting 
caught  in  the  Alter,  the  send- 


*We  thought  this  was  going 
pretty  wel  unti  vw  received 
an  InterofAce  mal  from  one  of 
the  nice  folks  who  was  indeed 
one  of  the  ehieless  users.’ 
Ashsays.’ltwasaprintsd- 
out  fax  that  had  a  handwritten 
note  reading ‘Please  add  this 


Ash  during  a  staff  meeting. 
‘He  said  he  doesn't  Kke  the 
way  a  well-known  network 


Ash  reports. ’I  biformed  him 
that  that's  how  the  OS  is 
designed.  Boss  said. ‘So 


he  said, 'Can't  you  get  your 


and  make  the  changes?' I  an¬ 
swered. ‘H I  had  my  hands  on 
the  source  code,  I  wouldn't  be 
working  herel'  ’ 

■  Be  Sharky's  source.  Send 
me  your  true  tale  of  IT  Vfe 
at  sbarky@computerworld. 
com.  IV  send  you  a  sharp 
Shark  shirt  ifl  use  it. 


I  FRANKLY  SPEAKING 


Frank  Ha\'cs 

Virtual  Trouble 


USING  SECOND  LIFE  FOR  BUSINESS?  Yeah,  it’s 
a  screwy  idea.  OK,  there  are  companies  that  have 
set  up  imaginary  shops  in  Second  Life  and  other 
“virtual  worlds,”  including  Toyota,  Reebok  and 
Adidas.  And  yes,  IBM  and  Intel  have  made  a  big  deal  about 
using  Second  Life  for  some  meetings. 

But  most  IT  shops  don’t  need  to  worry  about  this  yet  —  right? 
Oh  yes.  Boy,  do  we  ever. 


Here’s  why:  Your  most  enterprise-ready.  A  few 
tech-sawy  users  know  all  years  ago,  when  users 
about  Second  Ufe.  And  brought  it  in,  it  wasn’t. 


there’s  a  good  chance 
they’ve  thought  about 
holding  some  business 
meetings  there  —  any¬ 
thing  from  workgroup 
get-togethers  to  sales  pre¬ 
sentations.  Maybe  they’re 
already  doing  it 
Ifthey  are,  you’re  the 
last  people  wto  will  hear 


Life  is  right  now.  Life’s  o 

Well  it’s  not  ready  for  just  am 

most  enterprises,  anyway.  open-si 

Last  fall,  IBM  honcho  Sam  Life  cli 
Palmisano  announced  means 

that  he  has  a  Second  Life  provid( 


employees  should  behave 
when  they’re  representing 
Big  Blue  virtually. 

Meanwhile,  Second 
Life’s  operator.  Linden  Lab, 


nnounced  means  third-party  service 

Second  Life  providers  can  work  on  the 

a-screen  char-  code  to  make  ifinore 

presents  him  enterprise-friendly,  then 

ings  in  the  vir-  start  renting  out  virtual 


electronic  business  com¬ 
munication  —  a  regulatory 
nightmare,  even  if  it  doesn’t 
cause  technical  problems. 

Yeah,  you  should  worry 
—  and  then  act.  You  won’t 
hear  about  this  from  users 
until  they’ve  got  a  glowing 
virtual-meetings  success 
story  to  present  to  your 
CEO.  So  let  users  hear 
from  you. 

What  should  you  say? 
You  could  preemptively 
outlaw  Second  Life  for 
work,  and  good  luck  trying 
to  make  that  stick. 

Or  instead  you  could 
explain  why  virtual-world 
meetings  create  security 
and  regulatory  headaches, 
and  that  you’d  like  to  work 
with  them  to  find  fixes  for 
those  problems  before  they 
start  dabbling  in  this  stuff. 
(That  message  tells  your 
CEO  that  you’re  on  top  of 
the  situation,  and  it  puts 
users  on  notice  that  Sec¬ 
ond  Life  meetings  aren’t 


around  with  the  Web? 

They  didn’t  go  to  IT  — 
they  just  found  an  outside 
Wefa-hosting  provider 
cheap  enough  to  pay  for 
out  of  petty  cash. 

Remember  when  jmwer 
users  first  smuggled  in 
instant  messaging?  They 
didn’t  ask  us  —  tl^  just 
passed  the  free  client  soft¬ 
ware  around  to  everyone 
else,  and  it  spread. 

Today  we  have  corporate- 
class  Web  capabilities  and 
secure,  loggaUe  instant 
messaging.  That  stuff  is 


doing  those  meetings  as 
research  projects.  They’re 
figuring  out  security  and 
regulatory  issues  —  after 
all  a  Second  Life  meet¬ 
ing  is  electronic  com¬ 
munication.  Last  month. 


■  Second  Life  is 
unsecuted,  unar¬ 
chived  efectronic 
business  commu¬ 
nication  -  a  regu¬ 
latory  niglitmare. 


puter  screen  during  virtual 
meetings,  or  hacking  the 
data  stream  in  that  open- 
source  Second  Life  client. 


And  youmsers  won’t 
wait,  why  should  they? 
From  their  point  of  view, 
if  they’re  already  in  Second 
Life,  they  just  have  to  decide 


:hat.  They  can  even  buy 
'irtual  land  and  build  their 
iwn  virtual  meeting  plac- 
:s,  all  at  petty-cash  prices. 

From  your  point  of  view, 
t’s  unsecurei  unarchived 


be  virtual,  but  the  trouble 
it  could  cause  you  is  real  ■ 
Frank  Hayaa  is  Computer- 
world’s  senior  news 
columnist.  Contact  him 
atfrank_hayes@ 

1  computenvorld.com. 


’Oms.- 


Line  up  network  problems. 


